
UNITED STATES DISTRICT COURT
FOR THE

DISTRICT OF COLUMBIA

DOE (p),

Plaintiff

Civil No. 04 CV 2122 (GK)

(True Name and Address)
Classified),

Hon. PORTER GOSS et at.

Defendants

PLAINTIFF' S MOTION TO DECLASSIFY
IMPROPERLY CLASSIFIED PORTIONS OF AMENDED COMPLAINT

NOW COMES Plaintiff Doe by and through undersigned counsel, and moves this

Honorable Court to review the classified version of his Amended Complaint and to order

declassified those portions not properly classified pursuant to Executive Orders 12958 , as

amended, and 13292.

In support thereof, Plaintiff avers as follows:

INTRODUCTION

Prior to filing his Complaint and Amended Complaint Plaintiff submitted each to

Defendant Central Intelligence Agency C'CIA") for declassification review pursuant to the

security requirements imposed upon him and undersigned counsel in the Security Non-

Disclosure Agreements and accompanying security guidelines provided by CIA. After such

review, CIA designated some 20% of the documents classified and redacted the text accordingly.

1 The 
notation "(P)" indicates that the preceding name is an official litigation pseudonym

assigned by the Central Intelligence Agency to a covert employee.



Plaintiff and undersigned counsel aver that most of the text so designated is improperly classified

and move this Court to review the classified version of his Amended Complaint and order

declassified those portions it deems improperly classified.

ARGUMENT

This Court has jurisdiction to review the classification status of the information redacted

as classified in Plaintiffs Amended Complaint under Executive Order 13292 ~ 1.8 , the

Administrative procedures Act ("AP A"), 5 u.S.c. ~~ 702-704 & 706 , and the Freedom of

Information Act ("FOIA"), 5 V. C. ~ 552(a)(4)(B). Any reasonably segregable portion ofthe

document should be declassified. Paisley v. CIA 712 F.2d 686 , 700 (D. Cir.1983), vacated in

part, mot. to intervene granted, reh granted, 724 F.2d 201 (D. Cir.1984).

Administrative Review.

Both Plaintiff and his undersigned counsel hold security clearances and thus are

authorized holders of the information designated classified in the Amended Complaint. Pursuant

to Executive Order 13292 ~ 1.8(a), " (a)uthorized holders of (classified) information who , in good

faith, believe that its classification status is improper are encouraged and expected to challenge

the classification status in accordance with agency procedures established under paragraph (b) of

this section.

By first submitting the Complaint and Amended Complaint to CIA for pre-filing security

review, Plaintiff has complied with applicable "agency procedures" established under Executive

order 13292 ~ 1. 7(b) and now seeks judicial review by this Court of the administrative action by

2 Although the court in 
Paisley construed the national security exemption to disclosure

under FOIA, 5 u.S.C. ~ 552(b)(1), the rationale is equally applicable to any issue of
declassification.



CIA that has classified the redacted portions of his Amended Complaint. Plaintiff is entitled to

such review under the APA, 5 u.S.C. ~~ 702-704 & 706.

Plaintiff is clearly "( a) person suffering legal wrong because of agency action

, . . .

" within

the meaning of ~ 702. His employment has been terminated for wrongful and illegal reasons, and

CIA is attempting to cover-up this fact by improperly classifying portions of his Amended

Complaint. Plaintiff is unaware of any adequate applicable form of legal action available to him

within the meaning of ~ 702, other than that which he presently seeks. The subject classification

by CIA clearly constitutes "final agency action" within the meaning of ~ 704.

Plaintiff is therefore entitled under the AP A to judicial review by this Court of the

classification of the redacted portions of his Amended Complaint by CIA. Plaintiff asks that this

Court declare unclassified those portions of his Amended Complaint it deems improperly

classified.

II. FOIA Review.

Alternatively, Plaintiffs submission of his Amended Complaint for pre-filing security

review is tantamount to an FOIA request that the information be publicly disclosed, and

classification of the redacted portions of this document by CIA is equivalent to a determination to

withhold the information under the national security exemption, 5 V. C. ~ 552(b)(I). Plaintiff is

therefore entitled to judicial review of this determination under 5 V.~ 552(a)(4)(B).

III. Standard of Review.

The standard for administrative review of CIA's action under the AP A is set forth in 5

u.S.C. ~ 706, which provides in pertinent part that "(t)he reviewing court shall-



(2) hold unlawful and set aside agency action, findings and conclusions found to be 
(A) arbitrary, capricious, and abuse of discretion, or otherwise not in

accordance with law;
contrary to constitutional right, power, privilege, or immunity;
in excess of statutory jurisdiction, authority, or limitation, or short of
statutory right;

(B)
(C)

(F) unwarranted by the facts to the extent that the facts are subject to trial 

novo by the reviewing court.

For the reasons set forth in Section IV, below, this Court should hold unlawful and set

aside the redaction of Plaintiff s Amended Complaint on each of the foregoing grounds.

The standard of judicial review for the national security exemption from disclosure under

FOIA provided by 5 u.S. C. ~ 552(a)(4)(B) was explained in Ray v. Turner 587 F.2d 1187 (D.

Cir.1978), which held:

(1) the government has the burden of establishing an exemption;
(2) the court must make a de novo determination; (3) in doing this
it must first 'accord substantial weight to an agencys affidavit
concerning the details of the classified status of the disputed
record;' (4) whether and how to conduct an in camera examination
of the documents rests in the sound discretion of the court, in
national security cases as in all other cases. To these observations
must be added an excerpt from our opinion in Weissman (as
revised): " If exemption is claimed on the basis of national security
the District Court must, of course, be satisfied that proper
procedures have been followed, and that by its sufficient
description the contested document logically falls into the category
of the exemption indicated.

Turner 587 F.2d at 1194- quoting, Weissman v. CIA 565 F.3d 692 697 (D. Cir.1977). See

also, Hayden v. Nat l Security Agency, 608 F.2d 1381 , 1384 (D. Cir. 1979), cert. denied, 446

u.S. 937 (1980).

Applying these principles as set forth in Section IV, below, this Court should order

disclosure of most, if not all, of the information redacted from Plaintiff s Amended Complaint.



IV. The Redacted Portions of Plaintiff's Complaint and Amended Complaint Are
Improperly Classified, Have Been the Subject of Previous Official Public
Disclosures or Should Be Declassified in the Public Interest.

The proper classification of national security information is governed by Executive

Order13292, which provides in pertinent part:

Sec. 7 Classification Prohibitions and Limitations. (a) In no case shall information be
classified in order to:

(1) conceal violations oflaw, inefficiency, or administrative error;
(2) prevent embarrassment to a person, organization or agency; ( or)

(4) prevent or delay the release of information that does not require protection in
the interest of national security.

A critical reading of the redacted portions of Plaintiff s Amended Complaint plainly

reveals that most, if not all of the information redacted by CIA as purportedly classified is, in

reality, nothing more than a transparent attempt to prevent political embarrassment to itself and

to certain of its employees. Further, the redacted information demonstrates CIA's own

inefficiency and administrative error, if not violation of the law, in manipulating

intelligence on weapons of mass destruction ("WMD" ). To permit CIA to continue to

cover-up its own malfeasance in this matter would only further delay or prevent the release of

information that does not require protection in the interest of national security. Indeed, this very

topic has already been the subject of extensive investigation, hearings and public disclosure



There is no longer any secret that intelligence on II WMD was grossly deficient if not

purposefully contrived. The refusal of Plaintiff to participate in this charade and the consequence

to him should not be shrouded in secrecy, but subjected to the scrutiny of this Court and to public

debate.

For CIA to now summarily classify the allegations of Plaintiff in this regard is plainly

improper under Executive Order13292 ~ 1.7(a) and should be rescinded by this Court.

Similarly, much of the information contained in Plaintiffs Amended Complaint has

already been publicly acknowledged , and

should be declassified on that basis alone.

In order for purportedly classified information to be declassified as having been publicly

acknowledged, three criteria must be met. "First, the information requested must be as specific as

the information previously released. Second, the information requested must match the

information previously disclosed. . . . Third, . . . the information requested must already have

been made public through an official and documented disclosure.Fitzgibbon v. CIA 911 F.2d

755, 765 (D. Cir. 1990), citing, Afshar v. Dep t of State 702 F.2d 1125 , 1133 (D. Cir. 1983);

see, also, Public Citizen v. Dep t of State 11 F.3d 198 201-4 (D. Cir.1993).



By comparison, the allegations in Plaintiffs Amended Complaint mirror-
official disclosures. Plaintiff alleges that he was retaliated against by Defendants for refusing to

falsify intelligence

(Amended Complaint ~ 13). He alleges that when he

attempted to report intelligence

-, 

he was told to falsify his report. When he refused, his report was not distributed to

the IC. (Amended Complaint ~ 19). Plaintiff alleges that in 2001 when a highly respected human



asset provided information to him

, Defendants sequestered the

information and did not provide it to the President, while retaliating against Plaintiff for being the

bearer of unwanted news. (Amended Complaint ~ 20). Plaintiff alleges that when he

attempted to report "actionable" intelligence

, Defendants never distributed the

information to the IC and instructed Plaintiff to focus his asset elsewhere, as CIA already

possessed sufficient detailed information on the subject. (Amended Complaint ~ 21). Plaintiff

alleges that in 2002, when he attempted to report

, he was instructed to falsify the report to indicate that the

(Amended Complaint ~ 22). Plaintiff alleges that 

he learned of any opportunity to send an agent into

, but was instructed by Defendants to remove himself from further handling of the

asset because CIA already possessed sufficient information on the subject. (Amended Complaint

~ 23).

Clearly, the allegations in Plaintiffs Amended Complaint are specifically consistent with

those officially disclosed and should therefore be declassified. See

Afshar 702 F.2d at 1133.

Finally, disclosure of the purportedly classified information in Plaintiffs Amended

Complaint, even if properly classified, is favored as its classified status is outweighed by the

public interest in its disclosure. See, Oglesby v. Dep t of the Army, 79 F.3d 1172 (D. Cir.1996).



Hence

the public interest in disclosure of Plaintiff s allegations outweighs any value in continuing their

classified status.

WHEREFORE, Plaintiff prays this Honorable Court grant his instant motion.

Respectfully submitted

Isl
Roy W. Krieger

C. Bar #375754
Mark S. Zaid

c. Bar #440532
KRIEGER & ZAID , P.LLC.
1920 N Street, N.
Suite 300
Washington, D.C. 20036
202/223-9050
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